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Abstract—Thanks to the advent of interactive technologies,
education institutions are looking for innovative teaching methods
to increase the engagement and reach of students. Besides the
uprise of MOOCs, gamification has been shown to produce
positive results when it comes to increasing people’s engagement
and interest in conducting tasks. Unfortunately, the application
and benefits of these technologies in teaching requirements en-
gineering remain largely unexplored. In this paper we introduce
the STS-Tooltorial, an interactive gamified platform that executes
within a security requirements modeling tool and helps learners
apprehend the STS-ml language and basic notions about security
requirements. We present the design principles of our functional
prototype: its educational content and the embedded game
elements. Furthermore, we report on an early evaluation with
IT professionals and postgraduate information science students
focused on the platform’s effectiveness and usability.

Index Terms—gamification, security requirements, require-
ments engineering, interactive tutorial, STS-ml.

I. INTRODUCTION

Requirements Engineering (RE) is a crucial activity for
creating high-quality software and a vital component of project
success [1]. Among others, security is a key quality require-
ment of software systems. Failing to consider security require-
ments early in the development process increases the chances
of introducing security breaches. Unfortunately, security is
often an afterthought in software engineering [2], [3].

Several studies have highlighted the importance of including
security since the early stages of system development [4], [5].
These efforts fall under the domain of Security RE (SRE),
which emerged as a response to the monetary expenditures
associated with (bad) security [6].

The quality of the SRE process is key to minimize the like-
lihood of introducing vulnerabilities. Many SRE approaches
advocate the use of modeling languages that, based on concep-
tual modeling foundations [7], create models of the system to
precisely document and analyze security requirements together
with design requirements [8], [9]. The challenge for modelers
is to adequately capture security requirements into the models.

The problem we tackle in this paper is that of ‘‘How to
effectively teach model-driven security RE?” Mastering model-
driven SRE requires the skills of developing, manipulating,
and understanding models. Exercising these skills depends on
both analytical capabilities and, in line with modern educa-
tional theories [10], an effective educational process.

Teaching conceptual modeling is not easy [11]. The quality
of a conceptual model depends on both the modeler’s un-
derstanding of the modeling language (rules, semantics and
constructs) and her knowledge about the modeled domain [12].

In this paper, we build on modern education theories and
we propose the use of an interactive gamified tutorial that is
embedded within a security requirements modeling tool. We
do so with the aim to foster self-learning of the basic concepts
of SRE without relying on traditional (passive) lecturing meth-
ods that are proven to be ineffective for today’s learners [13].
In particular, the paper makes the following contributions:

• We define a framework for building interactive tutorials
for conceptual modeling languages. A key component of
our framework is gamification [14], which we include
to foster learner engagement by raising enjoyment and
active participation (Sec. II).

• We describe the design of the curriculum and gamified
experience of our STS-Tooltorial, which instantiates our
framework for SRE and for the STS-ml goal-oriented
language [9], [15] in particular (Sec. III).

• We report on preliminary results on the effectiveness of
our approach for learning the basics of STS-ml and SRE,
based on two studies with small groups of students and
industry professionals (Sec. IV).

We conclude the paper with a discussion of our approach and
by sketching future directions (Sec. V).

II. A FRAMEWORK FOR BUILDING INTERACTIVE
TUTORIALS FOR CONCEPTUAL MODELING LANGUAGES

Based on our study of the literature in innovative teaching
methods, interactive tutorial design, and gamification of learn-
ing, we distill guidelines for building interactive tutorials for
conceptual modeling languages. We considered peer-reviewed
publications and gray literature, while we excluded studies that
presented empirically unverified guidelines or best practices
were excluded, for we wanted the STS-Tooltorial to leverage
effective and empirical guidelines.

A. Innovative Teaching Methods

We focused our literature study on papers published in
venues where software and requirements engineering re-
searchers gather to share perspectives on education. Venues
like the Conference on Software Engineering Education and



Training (CSEE&T), the ICSE Software Engineering Edu-
cation and Training Track (SEET), and the workshop on
Requirements Engineering Education and Training (REET)
have called for the cooperation among multidisciplinary fields.

Our inquiry evidenced, over the last decade, a growing
interest in the application of innovative learning methods,
techniques, and tools for RE and SE curricula. Innovative
methods for enriching classroom training include improvi-
sation theater [16], role playing [17], [18], project simula-
tions [19], and case-based courses with either virtual [20] or
real stakeholders [21].

Interestingly, we found that in almost all cases, the material
taught with these approaches is predominantly about the
teaching of high-level, soft skills. Only a few approaches (e.g.,
Zowghi et al. [17]) dive deeper into teaching specific methods,
techniques or tools.

Therefore, we observe that room for improvement exists
for introducing a novel teaching approaches that go deep into
teaching procedural knowledge about a method or technique.

B. Design of Interactive Tutorials

The design of interactive tutorials requires learner-centric
approaches that differ from the teacher-centric methods often
employed in traditional education. Our investigation revealed
a solid baseline, including the principles and implications for
the design of learning systems of Park and Hannafin [22], the
principles and heuristics for minimalist instruction design [23],
and the rich literature on computer tutoring.

Recent research points to (1) the use of video tutorials as
a prevalent source of information for users, for which com-
prehensive guidelines exist [24], and (2) the use of contextual
assistance for enhancing understanding, quality, and flow [25].

We assembled a collection of 33 guidelines for designing
an interactive tutorial, which we use in Sec. III to inform the
design of our STS-Tooltorial. An excerpt of these guidelines
is reproduced in Table 1 (the complete list with references is
available in an online appendix1).

TABLE I
EXCERPT OF GUIDELINES FOR DESIGNING INTERACTIVE TUTORIALS

ID Guideline
1 Provide instructions in the problem-solving context, anchoring the

tool in the task domain.
2 Promote an abstract understanding of the problem-solving context.
3 Minimize working memory load and complement cognitive pro-

cesses by structuring presentations and interactions.
4 Provide on-the-spot, immediate error information that supports

detection, diagnosis, and recovery.
5 Facilitate successive approximations to the target skills.
6 Provide an immediate opportunity to act.
7 Organize lesson segments into internally consistent, meaningful, and

self-contained units.
8 Differentiate important information through cosmetic amplification,

repetition, and recasting to direct learners’ attention.
9 Use videos that: 1) provide procedural or instructional information

rather than conceptual information, 2) keep segments short, 3)
ensure tasks clarity, and 4) coordinate demonstrations with text.

1www.staff.science.uu.nl/∼dalpi001/appendix-sts-tooltorial.pdf

C. Gamification of Learning

Effectively designing a gamified tutorial requires profound
knowledge of the state of the art on gamification elements and
best practices for gamifying learning experiences.

We studied both white and gray literature about game
elements. The rationale for covering both was that key success
factors are missing in most academic work, which seems
to mainly rely on motivational affordances of an extrinsic
nature. In contrast, industry gamification experts such as
Chou [26] highlight the importance of intrinsic motivation
(this is also confirmed by recent studies by academics such
as Deterding [14]).

We found 17 game elements consistently reported in indus-
try and academia, including point system, badge, leaderboard,
level/mission, progress bar, story/narrative, avatar, easter egg,
time restriction, onboarding, game master, etc. After study-
ing those game elements and their associated motivational
affordances, we distilled a list of best practices for gamifying
learning experiences (see Table II).

TABLE II
BEST PRACTICES FOR GAMIFYING LEARNING EXPERIENCES

Guideline Description Refs
Freedom of
choice

Allow for freedom of choice. E.g., learners
should be able to choose the order or speed
of the challenges to be completed, or what
goals to pursue. At a minimum, give the
feeling of freedom.

[26]–[29]

Freedom to
fail

Adopt the freedom to fail principle: poor
task performance should not incur in penal-
ties. E.g., learners should be able to retake
quizzes.

[27]–[29]

Baby steps Divide and present the educational content
in small pieces of coherent information.

[30]

I know this! Conduct an evaluation step (e.g., exercises,
quizzes) after presenting educational con-
tent.

[30]

Together is
better

Make the system social to motivate students
via peer pressure or comparison with other
students.

[27]–[30]

Boost it! Give bonuses after the completion of hard
tasks.

[28]–[30]

The good
Samaritan

Compensate students not only for academic
achievement but also prosocial behavior

[27]–[30]

Crystal clear Offer immediate feedback and inform learn-
ers of their progression within the tutorial
(e.g., progression bars. Frequent and im-
mediate feedback leads to greater learning
effectiveness and engagement.

[29]–[31]

Ethical
designer

Design with ethics in mind: e.g., full trans-
parency and opt-in principles.

[14], [26]

Know your
users

Target population must be studied, regard-
less of whether gamification is considered
or not

[28]

The road
ain’t easy

Communicate that the training will be chal-
lenging

[26]

Location, lo-
cation

The location in which users engage with the
application matters

[26]

Taken together, an understanding of 1) curricula design, 2)
guidelines for designing interactive tutorials, 3) game elements
and 4) principles for gamifying learning experiences constitute
the framework that we used for designing the STS-Tooltorial.



III. STS-TOOLTORIAL: A GAMIFIED TUTORIAL FOR
TEACHING SECURITY REQUIREMENTS ENGINEERING

We explored how to effectively teach a particular SRE
method through an interactive tutorial: the Socio-Technical
Security (STS) method, which is a goal-oriented and model-
driven approach [9], [15]. Our choice is due to two main
reasons: 1) STS is a socio-technical approach that considers
security issues both from a technical and organizational/social
perspective; and 2) the availability of a robust security require-
ments modeling tool: STS-Tool [32] 2.

Our interactive platform, called STS-Tooltorial, introduces
learners to basic concepts of socio-technical systems and
security requirements engineering to then delve into the STS
method and modeling language. The platform is embedded
in STS-Tool, thereby offering a first-of-a-kind experience for
learners as they can learn at their own pace following a hands-
on and highly interactive approach with short feedback cycles.

At the time of this writing, the tool covers a subset of the
STS method that can be completed at once within 90 minutes.
However, we are planning to release further learning modules
to cover the entire spectrum of the STS method.

A. Curriculum design

To extract educational objectives, we supplemented desktop
research with semi-structured interviews with seven leading
SRE experts with background in teaching. Our goal was to
identify a list of intended learning outcomes for a hypothetical
two-hour classroom-based tutorial covering concepts of SRE
and conceptual modeling. The final list was the following:

• ILO1: Identify the different activities and deliverables of
security requirements engineering.

• ILO2: Recognize the modeling rules and elements as well
as their meaning (in an existing model).

• ILO3: Choose the most appropriate set of elements for
representing security-related aspects.

• ILO4: Express interest in pursuing further learning in the
field of (socio-technical) SRE.

The interviews also provided useful information that helps
complement the general guidelines on instructional design
presented in the previous section, based on best practices and
heuristics that academics use to teach SRE and modeling,
regardless of the delivery method:

• S1: Modeling is an iterative process: models are con-
structed and refined in a stepwise fashion.

• S2: It is important to consider the attacker perspective.
• S3: It is key to stress the economic impact of security

issues to raise awareness.
• S4: Distinguishing between document and information is

important in socio-technical systems design.
• S5: Security is a multi-level concept (physical, net-

work, and social). The social aspect is too often under-
researched, under-focused, and under-prioritized.

• S6: Teaching through exercises, using a hands-on case-
based approach.

2http://www.sts-tool.eu/

• S7: Including a hands-on task only if the learner has
previous experience.

• S8: Including a reflection phase after teaching.
• S9: Giving feedback after completing a modeling task.
• S10: Having students review each other’s work through

peer inspection.
• S11: It is important to capture the rationale of models.
• S12: SRE should not be seen as a separate activity. The

task of analyzing a system and creating a good set of
security requirements should be done while conducting
other software development activities.

Note that while the heuristics focus on security require-
ments, some of them could potentially be generalized to
general-purpose requirements. Therefore, the approach re-
ported here may apply to modeling requirements in general.
However, further research is necessary to determine to what
extent the approach is generalizable.

Lastly, the STS-Tooltorial is aimed at novice modelers:
it assumes learners have basic knowledge about conceptual
modeling (e.g., UML) and information security (e.g., con-
fidentiality, integrity, etc.). Our sample of students typically
acquired these basic notions in a Bachelor’s course.

B. Tutorial design

The general guidelines and the insight of SRE experts set
the foundation for the design of the interactive platform. The
STS-Tooltorial is a Web-based learning management platform
based on Wordpress that can be embedded in the STS mod-
eling tool. The delivery method consists of bite-sized lessons
(Levels) lasting between 1 and 5 minutes where learners are
progressively introduced to SRE, socio-technical systems, and
the STS method and modeling language at increasing levels of
difficulty to keep them in a state of flow [33]. The educational
material is presented in the form of videos and text. In
addition, the lessons contain Quizzes, which may consist of
multiple-choice, true/false, or what we refer to as “model
interaction” questions. The latter feature provides learners with
questions about the content they just learned that prompt them
to interact with the modeling tool, drawing diagrams and
getting automated feedback on their correctness (see Fig. 1).

Fig. 1. Screenshot of the STS-Tooltorial (left) embedded in the STS-Tool



C. Game elements

Aside from Levels and Quizzes, the use of other game-like
elements is pervasive throughout the STS-Tooltorial, as they
support the different learning activities and tap into both intrin-
sic and extrinsic motivators. Table III shows a comprehensive
list of the game elements used in the interactive tutorial (the
theoretical underpinnings and references are available in our
online appendix). In the following, we present the storyline
and how game elements are embedded therein.

TABLE III
SUMMARY OF THE IMPLEMENTED GAME ELEMENTS

Element Description Expected
motivational
affordances

Points Points are granted to reward users
upon task completion

Feedback, com-
petition, sense of
achievement, and
positive emotions

Rank Visualization of achievements to
give a sense of progression

Progression,
instruction,
reputation,
and group
identification

Leaderboard Ranking of users based on points
and rank achieved

Competition,
recognition

Level Used to keep game space manage-
able and give a sense of progres-
sion. Completion rewarded with
points and rank ups. Includes
quizzes

Reward, status,
competition,
achievements

Progress bar Used to track overall goal progres-
sion with the different modules

Feedback,
achievement

Story/Narrative Used to add meaning, provide con-
text, and guide action. Comprises
the elements of characters, plot,
tension, and resolution

Foster learning,
immersion,
attitude change

Rewards
Marketplace

Chat where users can redeem re-
wards in exchange of points

Reward,
feedback,
competition

Time restric-
tion

Used to instill pressure Sense of urgency

Social prod Action of minimal effort to create
a social interaction (e.g., “Like”,
“Deduct points”)

Social

Activity feed Stream of recent events in the
course

Foster a sense of
community and
lead to feelings
of recognition

Conformity
anchor

The system informs the user how
close a user is to the social
norm (i.e., tutorial real-time perfor-
mance)

Feedback, social

Animated
feedback

Animated visual aid used to help
users locate something in a system

Feedback

Verbal / vi-
sual / sound
effects

Used to tell users about the state of
the system as a result of interacting
with the tutorial and modeling tool

Feedback

Avatar Graphical representation of a user
profile that users can customize to
their preferences

Encourage self-
expression,
ownership

Game master Observes and orchestrates the
learning process. Assists or
influences the behavior of learners

Feedback, social

The tutorial makes use of science fiction to present the ed-
ucational material (Story/Narrative). In particular, the learner
begins as a Rookie security requirements analyst hired by

NovoX, an Intelligence Agency, to protect the Empire’s in-
terests across the Galaxy through designing a secure socio-
technical system. By successfully completing the training
material, the learner is awarded Points, which determine their
Rank and their position in the Leaderboard. The learner can
achieve up to 5 Ranks in their quest to become “Protector
of the Galaxy”, a position awarded to a few distinguished
officials. The Point System awards points based on the esti-
mated time the lessons and exercises take, whereas the Rank
is determined using an algorithm that makes it harder to rank
up as they obtain more points (and thus become more skilled).
Note that the inner workings of the Points and Rank system
are hidden to learners.

The tutorial also features the so-called Rewards Market-
place, where learners can exchange points in favor of 1)
chatting with the Game Master and Security Requirements
Experts or 2) claiming other Rewards such as: deduct points
to another player, get personalized help in case of problems,
purchase contextually-relevant hints, etc.

IV. PRELIMINARY RESULTS

We report preliminary findings from empirical studies in
a non-experimental setting that focused on a subjective eval-
uation of the effectiveness of the STS-Tooltorial on learner
engagement, performance, intention to learn, and preferred
learning environment. The artifact was also evaluated in terms
of overall usability and satisfaction.

We have conducted two separate empirical evaluations with
(i) eight postgraduate information science students, and (ii)
five IT professionals with three to 12 years of experience. The
evaluation with students was conducted at Utrecht University
in two separate sessions following the same procedure and
setting. In particular, students were grouped in a room and re-
quested to complete as much of the tutorial as possible within
a 90-minute timeframe, under the supervision of the authors
who were not to intervene unless, e.g., a participant redeemed
a reward for hints. We hoped to induce (social) pressure by the
combination of the time restriction, showing the leaderboard
in real-time on a large screen, and having a Game Master
physically present indirectly judging the modeling activities.

Since results of this evaluation suggested that physical
co-location of the learners was not a key factor to have
learners complete the tutorial, we decided to organize the
evaluation with professionals in an online, remote fashion,
with participants setting their pace independently.

In both evaluations data was gathered via pre-post surveys
and through the analytics module of the interactive platform.
In addition, we followed up after a week with some of the
participants to brief them on their results and to gather more
qualitative feedback on their responses and behavior.

Next, we examine the early findings across the different
constructs of interest: engagement, usability and overall satis-
faction, intention to learn, and preferred learning environment.
To do so, we used the questionnaire available online3. No

3http://bit.ly/ststooltorialposttest



comprehensive statistics are reported here due to the inherent
noise present in our small-sized sample.

Below, we use the following abbreviations taken from the
APA guidelines for reporting statistical results: M for mean,
SD for standard deviation, r for Pearson’s correlation, n for
sample size, p for the p-value, and t for the statistical t-test.

A. Engagement

The measure of engagement was mainly underpinned by
the Short Flow Scale [34] ranging from 1 (minimum flow) to
7 (maximum flow). The student group self-reported a higher-
than-average flow during the completion of the tutorial (M =
4.69, SD = 1.03), with no significant difference with respect
to the professionals’ flow (M = 4.5, SD = 0.90).

In both groups, the relationship between engagement and
the number of points awarded (r = .64, n = 13, p = .09) and
page views (r = .65, n = 13, p = .08) fell slightly short of
statistical significance, given that the p value is above 0.05.

B. Usability and overall satisfaction

Usability was measured using the System Usability Scale
(SUS): a valid, reliable instrument widely used in industry and
academia. The aggregated SUS scores of both samples indicate
that the interactive platform has high usability and is well
integrated within the modeling tool (M = 80, SD = 8.07),
with no significant difference among students and profession-
als; t(11) = .16, p = .88.

To measure satisfaction, half-way through the tutorial learn-
ers were asked to rate on an 11-item Likert scale how
satisfied they were with the tutorial. Subsequently, in the
post-evaluation survey, the Net Promoter Score (NPS) ranging
from 0 to 10 was used as a proxy measure to satisfaction
(as evidenced by intention to recommend the tutorial to a
colleague). The groups reported high degrees of half-way sat-
isfaction (M = 7.38, SD = 1.19) and intention to recommend
(M = 7.88, SD = 1.46), with again no significant difference
between professionals and students. In addition, both measures
were found to be strongly correlated across groups (r = .856,
n = 13, p = .007).

C. Intention to learn

We examined the extent to which the platform influenced
the learner’s intention towards learning more about SRE in
general and the STS method in particular. Studying such
intention is important for it has been shown to be a precursor of
behavior [35]. We have used a 5-point Likert-type scale where
we posed a statement saying that “I am interested in studying
more about. . . ” ranging from 1 (disagree) to 5 (agree).

Findings suggest that students had a significant higher
intention to learn more about both SRE (t(11) = 3.12,
p = 0.01) and the STS method (t(11) = 2.15, p = 0.05) than
professionals did. In addition, a consistent pattern we observed
across the groups was that learners had more intention to learn
about SRE (M = 3.15, SD = 1.14) than the STS method in
particular (M = 2.77, SD = 1.01), albeit the latter was the
main focus of the tutorial; t(11) = −2.13, p = 0.054.

Overall, learners expressed at least an average-to-positive
interest in pursuing further learning, with students being
significantly more positive than IT professionals.

D. Preferred learning environment

Participants were finally asked to rank their preferred learn-
ing environment among four choices: massive open online
course (MOOC), Book/Self-study, Built-in tutorial (e.g., our
platform), and Classroom setting. We use a 4-point Likert-type
scale ranging from 1 (most preferred) to 4 (least preferred).

While books were consistently ranked as the least preferred
option by 62.5% of the participants (M = 3.25, SD = 1.16),
the platform (M = 2.13, SD = 1.13) ranked first 37.5% of the
time, closely followed by traditional classroom (M = 2.25,
SD = 1.04) and MOOCs (M = 2.38, SD = 1.06). The
results suggest that this innovative teaching method may be a
competitor for both traditional and modern approaches.

V. DISCUSSION AND FUTURE DIRECTIONS

Overall, we find that the platform shows promising results
across different key areas. All participants completed between
80% and 100% of the content with success, thereby reaching
the intended learning outcomes within the time-frame that we
set for them. Self-reported measures of usability, engagement,
satisfaction, and intention to learn and recommendation were
positive and robust for both students and professionals, which
entails that the platform can cater to diverse audiences. How-
ever, improvements are certainly possible and necessary: our
effort should be seen a first-of-a-kind attempt to use in-tool
tutorials in (security) requirements engineering.

As for game elements, follow-up interviews highlighted the
real-time interaction with the modeling tool, the storyline and
the delivery format as key success factors. Extrinsic traditional
elements such as points, badges, and leaderboards were not
found to be highly interesting to participants, as the narrative
and exercises (i.e., intrinsic factors) were engaging per se [36].
This is very much aligned with the recent trend on rethinking
gamification from individual game elements to delivering a
holistic, immersive game experience [14].

Interviews with professionals revealed that they found the
method and modeling language too complex to use in a real
context, where diagrams would tend to grow to the point
of being unmanageable. This explains why we noticed a
significant difference in the intention to learn about SRE and
the STS method compared to students. We should investigate
further whether this perception is shared by other practitioners
to better understand if this was due to the language itself or to
some features of our tutorial. It is worth mentioning that the
second author delivers full-day trainings with STS-ml that rely
on an interplay of traditional teaching and hands-on sessions,
while the in-tool tutorial has a more limited time span.

These early findings, although preliminary and suggestive
at best, indicate that incorporating a gamification-powered
platform into the teaching process leads to good results and
possibly better reception of the materials by the learners. Inter-
estingly, we can conclude that this novel approach is perceived



at least competitive with and as effective as other established
teaching methods such as classroom settings, MOOCs or
books/self-study for teaching conceptual modeling.

In the near future, we are planning to conduct a large-scale
evaluation with graduate students, which we hope to report in
the 2018 RE conference.

Our long-term roadmap includes covering the entire STS
method with additional courses and extending the platform
with other (S)RE-relevant modules. For example, we plan to
use a similar tutorial for teaching about the recently released
iStar 2.0 language for early goal-oriented RE [37]. An impor-
tant research question to answer is whether certain modeling
languages are better adequate for learning via interactive tuto-
rials. In addition, since the STS-Tooltorial is currently coupled
to the STS-Tool, the results reported here are tool-specific. The
extent to which the underlying tool affects results is currently
unknown and must be further investigated, both within and
between modeling languages as well as the software tools that
implement them.

We call for the joint support of the research community
to help advance innovative teaching methods such as the
presented one, in the hope of more effectively engaging and
training the next generation of requirements engineers and
conceptual modelers.
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